
IT organizations continue to adopt hybrid (i.e., a mix of public and private) cloud solutions, and as 
they make this transition, they tend to abandon legacy security products, processes, and technologies 
in favor of new ones. These newer methods and solutions must work across disparate infrastructures. 
Micro-segmentation is an infrastructure-agnostic technology that is garnering attention in the cloud 
security world.

of organizations report having to abandon 
many or some of their traditional security 
controls and processes because they were 
not eective for cloud security.  

of enterprise organizations report already using security technologies 
for micro-segmentation (i.e., the ability to create and manage granular 
and virtual network segments in order to limit network communications 
to specific sources and destinations). 

The switch to public and private cloud infrastructure means that many 
organizations are ditching their old processes/technologies.

The Growing Use of Micro-segmentation

Based upon this data, it is safe to categorize micro-segmentation 
as a burgeoning best practice for cloud security. 

The Bigger Truth
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Cloud Security Requires New 
Processes and Controls 
that Work Across a Multitude 
of Environments 

Enterprise Strategy Group is an integrated IT research, analysis, and strategy firm that is 
world renowned for providing actionable insight and intelligence to the global IT community.

Traditional controls for on-premises security 
do not translate to cloud environments, 
leaving them siloed or redundant.

say they plan to have well-documented, formal processes for 
micro-segmentation of network traic between heterogeneous cloud 
infrastructures within the next year. 

Unfortunately, older tools and processes were designed for a traditional, 
static security model (i.e., hardware-centric, perimeter network-centric, 
north/south traic inspection emphasis, etc.) rather than highly dynamic 
and mobile cloud computing workloads.

Savvy cybersecurity professionals must get on board with new processes 
and technologies, like (or especially) micro-segmentation, because the 
old ones aren’t compatible with the hybrid cloud world. 

Hybrid clouds represent the new normal for the modern data center, which is resulting in a shifting 
network perimeter that necessitates new security approaches. Access to and communication 
between server workloads that reside on-premises and in public clouds needs to be secured with 
controls that are designed for such environments. As organizations retool to secure hybrid clouds, 
many are looking to micro-segmentation as a trust-based security model for east-west traic 
between workloads that may, in fact, span clouds.  
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